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•  Session 1: Introduction 
 What is privacy? 
 Privacy in international instruments 

 Privacy across cultures and contexts 
•  Discussion 
•  Session 2: Privacy, the internet and ICTs 

 Challenges to privacy 
 The impact of the internet and ICTs on privacy 
 Implementation, enforcement, enjoyment and violation of privacy 

•  Discussion 
•  Break 
•  Session 3  

•  Case studies 
•  Discussion of implications for your work  
•  Feedback and conclusions 



Session 1 - Introduction 
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Defining Privacy 

•  Right to be left alone 
•  Right to determine who has 

information about you  
•  Right to make autonomous choices 

about your life 
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Universal Declaration of  
Human Rights 1948 

Article 12  
“No one should be subjected to arbitrary 
interference with his privacy, family, home or 
correspondence, nor to attacks on his honour or 
reputation. Everyone has the right to the 
protection of the law against such interferences 
or attacks.”                                                         
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International Covenant on 
Civil and Political Rights 1966 

Article 17 
1.  No one shall be subject to arbitrary or 
unlawful interference with his privacy, family, 
home or correspondence, nor to unlawful 
attacks on his honour and reputation.  
2.  Everyone has the right to the protection of 
the law against such interference or attacks.      
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European Convention for the 
Protection of Human Rights and 
Fundamental Freedoms 1950 

Article 8 
(1) Everyone has the right to respect for his private and family 

life, his home and his correspondence.  
(2) There shall be no interference by a public authority with 

the exercise of this right except such as is in accordance 
with the law and is necessary in a democratic society in 
the interests of national security, public safety or the 
economic well-being of the country, for the prevention of 
disorder or crime, for the protection of health of morals, or 
for the protection of the rights and freedoms of others.  
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Right to protection of personal 
data 

•  The Organisation for Economic Co-operation and 
Development (OECD) Guidelines on the Protection of 
Privacy and Transborder Flows of Personal Data 
1981 

•  The Council of Europe Convention for the Protection 
of Individuals with Regard to the Automatic 
Processing of Personal Data 1985 

•  The Charter of Fundamental Rights of the European 
Union 2000, Article 8 
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Permissible limitations on the 
right to privacy 

1.  In accordance with the law 

2.  In pursuit of a legitimate aim 

3.  Necessary in a democratic society 
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Privacy across cultures 
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Discussion 

Multimedia Training Kit  
www.itrainonline.org 



Session 2 – Privacy, the 
internet and ICTs 
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Constitutional protections of 
privacy 

Pakistan 
Article 14.                                                               
(1) The dignity of man and, subject to law, the privacy of home, shall be 
inviolable.  
 
Saudi Arabia  
Article 37. Home                                                   
The home is sacrosanct and shall not be entered without the permission of 
the owner or be searched except in cases specified by statutes. 
Article 40. Communication                        
Telegraphic, postal, telephone, and other means of communications shall 
be safeguarded. They cannot be confiscated, delayed, read or listened to 
except in cases defined by statutes. 
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Central African Republic 
Article 13 [...] Privacy of correspondence as well as that of postal, 
electronic, telegraphic and telephonic communications are inviolable. 
Restrictions may only be prescribed for the above by application of a law. 
[...] 

Article 14 [...] The home is inviolable. It may only be interfered with by a 
judge and if there is a danger to the dwelling place by the other authorities 
designated by law, held to execute it within the forms prescribed herein. 
The measures affecting the inviolability of the home or the restriction will 
be taken to avoid a public danger or to protect persons in peril. These 
measures may be taken in application of the law in order to protect the 
public order against imminent dangers notably to fight against the risks of 
epidemic, fire or to protect persons in danger. 

 
Nepal 
Article 22. Right to Privacy                                
Except as provided by law, the privacy of the person, house, property, 
document, correspondence or information of anyone is inviolable.                                                       
(Interim Constitution) 
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Challenges to privacy –  
Data protection 
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Challenges to privacy – 
Identity issues 

Multimedia Training Kit  
www.itrainonline.org 



DNA and biometrics 
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Challenges to privacy - 
Surveillance 
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Challenges to privacy – 
Vulnerable groups 
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Government use of and  
access to data 

•  Personal data is used for a 
number of purposes: 

•  Governance and the 
delivery of public services 

•  Law enforcement 

•  Identity management and 
social sorting 

•  Surveillance of 
communications and 
behaviour 
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Data protection principles 

•  Collection limitation 
•  Data quality 

•  Purpose specification 
•  Use limitation 

•  Security safeguards 

•  Openness 
•  Individual participation 

•  Accountability 
•  No data retention 
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Corporate use of and  
access to data 

•  Behavioural 
advertising and 
profiling 

•  Data mining 
•  Big data 
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Legal frameworks 

•  Terms of service/user agreements 
•  Data protection 
•  Government access to corporate data 
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Third party use of and  
access to data 

•  Online fraud and hacking 
•  Media privacy and defamation 
•  Anonymity and real-name registration 

laws 
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Discussion 
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Session 3 
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Case study 1 – India’s UID 

•  What are the implications 
of the UID for the right to 
privacy?  

•  Where should the 
balance between privacy 
and security lie? 

•  Is keeping track of Indian 
citizens and providing 
them with public services 
more important than 
respecting their privacy 
rights? 
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Case study 2 –  
Mining consumer data 

•  Has Sarah’s privacy been violated? Why/why 
not? 

•  What obligations did Target have with regards 
to the personal information they collected 
about Sarah? 

•  What opportunity did Sarah have to control 
the information that Target held about her?  
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Case study 3 – Real-name 
registration in Asia 

•  Does real-name 
registration promote 
respect for the right to 
privacy? 

•  Does anonymity 
encourage individuals to 
violate others’ privacy? 

•  How should the balance be 
struck between privacy 
and freedom of expression 
when it comes to real-
name registration?  
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